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differences in regulatory models across jurisdictions: European systems emphasise privacy protection,
while the Chinese approach prioritises threat prevention. Al-powered video analytics has had a pro-
found impact on the right to privacy, particularly due to the mass collection of biometric data and au-
tomated profiling, sparking debate over compliance with international standards such as the General
Data Protection Regulation and the Convention for the Protection of Human Rights. The comparative
analysis demonstrated divergent approaches: in the EU, privacy protection is paramount (e.g., the ban
on facial recognition in France), whereas China and the United States focus more on security - often
at the expense of civil liberties. Regulatory challenges include the misalignment of national laws with
international norms, especially regarding data retention and algorithmic bias. To strike a balance, the
study proposed clear legal frameworks, limitations on data storage periods, independent oversight, and
“ethical passports” for algorithms - measures that would combine technological efficacy with the safe-
guarding of human rights. The study recommends harmonising standards that take into account both
technical capacities and ethical-legal norms. The practical value lies in the potential use of the findings
to design balanced Al video analytics systems

Keywords: surveillance; legal frameworks; algorithmic bias; privacy policy; crime prevention;

public safety

Introduction

In modern world, security has become one of
society’s fundamental values, driving the rapid
development and deployment of cutting-edge
video surveillance technologies. The emergence
of intelligent systems capable of analysing video
streams in real time has not only transformed the
monitoring of public spaces but also ushered in a
new paradigm in the field of security. The applica-
tion of artificial intelligence (AI) in video analytics
has gained particular relevance, especially in ar-
eas such as threat detection, anomaly identifica-
tion, and the monitoring of suspicious behaviour.
In light of global challenges - such as terrorism,
mass unrest, and disasters at large-scale events -
intelligent video surveillance is increasingly
viewed not merely as a monitoring tool but as an
active component of public safety infrastructure.
At the same time, the rapid advancement of Al de-
mands continuous revision of existing analytical
methods, the integration of new algorithms, the
improvement of hardware, and the resolution of
ethical and legal dilemmas. The relevance of this

study lies in the contradictory effects of Al video
surveillance on public safety and human rights.
On the one hand, technologies for facial recogni-
tion, behavioural analysis, and predictive analyt-
ics greatly enhance crime prevention capabilities.
On the other, the mass collection of biometric
data, total surveillance of public spaces, and risks
of algorithmic discrimination present significant
threats to: Privacy (e.g., unauthorised profiling
of individuals); Freedom of movement (e.g., the
“chilling effect” of constant surveillance); Civil lib-
erties (e.g, suppression of protest activity); Equal-
ity (e.g., biased algorithms affecting specific social
groups). International institutions such as the
United Nations and the European Union call for
legal safeguards - ranging from Data Protection
Impact Assessments (DPIAs) to algorithmic trans-
parency - making the investigation of the balance
between security and human rights critically im-
portant to the development of responsible Al. In
the 2020s, numerous researchers examined the
potential of Al in the context of video surveillance.
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Notably, the work by E. Sengoniil et al. (2023)
reviewed modern machine and deep learning
methods for anomaly detection in video streams.
The study by A. Rashid and A. Kausik (2024) ana-
lysed over 200 sources on Al surveillance, identi-
fying a central tension between enhancing public
safety and the risks posed to privacy rights. The
authors compared various regulatory models -
from the strict General Data Protection Regula-
tion (2016) to more liberal frameworks - empha-
sising the necessity of transparent algorithms
and safeguards against discrimination. Their
conclusions underscore the need for balanced le-
gal frameworks that reconcile technological pro-
gress with the protection of democratic values. In
another study, D. Almeida et al. (2022) examined
the ethical and legal challenges of facial recog-
nition technologies used by law enforcement in
the United States, the United Kingdom, and the
EU. The authors advocated for mandatory hu-
man rights and data impact assessments, along-
side standardised transparency requirements.

M. Smith and S. Miller (2022) focused on the
potential of facial recognition in combating crime,
while simultaneously highlighting privacy risks
and the need for legal frameworks to preserve
democratic values. M. Anderljung et al. (2023)
addressed regulatory challenges surrounding
advanced Al models, which pose significant risks
to public safety. They proposed a governance
model combining industry self-regulation with
state oversight through standardisation, regis-
tration, and control mechanisms. In a separate
contribution, A. Mantelero (2022) developed a
human rights-oriented Al risk assessment meth-
odology, integrating ethical and social values into
legal regulation and addressing shortcomings in
traditional data protection approaches. The re-
search by L. Ricciardi Celsi (2023) introduced an
innovative method for assessing Al projects using
a “risk-adjusted actual value” metric. It demon-

strated that higher risk can diminish potential
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social benefit, thereby informing sound deci-
sion-making in technology development. A. Hab-
bal et al. (2024) explored the Al TRiSM frame-
work as a means of fostering trust in Al through
risk management, security, and compliance. The
authors stressed the importance of flexible re-
sponses to dynamic threats and cross-sectoral
cooperation. Thus, the literature shows wide-
spread interest in issues of transparency, legal
oversight, ethical standards, and risk governance
in the context of Al. However, insufficient atten-
tion has been paid to the influence of cultural
and social contexts on the perception and legit-
imacy of Al surveillance, as well as the role of
public participation in shaping related policies.

The aim of this study was to identify the op-
timal conditions for the application of Al-based
video surveillance that ensure a balance between
enhancing public safety and upholding human
rights. The research objectives included: exam-
ining the impact of technical parameters of Al
video analytics (such as algorithm accuracy and
error rates) on privacy guarantees; conducting a
comparative analysis of legal approaches to vid-
eo surveillance regulation in the EU, the USA, and
Asia; and formulating recommendations for the
integrated use of security technologies and the

protection of citisens’ rights.

Materials and Methods

The methodological foundation of this research
was an interdisciplinary approach that combined
legal, socio-technical, comparative, analytical and
systems analysis methods. The systems analysis
method was employed to examine Al-based vid-
eo surveillance systems as comprehensive cyber-
physical entities comprising technical, informa-
tional, organisational, and legal components.
This method facilitated the structuring of the
analysis of system functionalities (e.g., event de-
tection, intelligent video analytics, facial recog-
nition), and the assessment of their effectiveness
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in urban safety environments. The central re-
search method was normative legal analysis,
which enabled the identification of regulatory
frameworks governing surveillance systems in
different jurisdictions. This method was applied
to the examination of key legal instruments, in-
cluding the Convention for the Protection of Hu-
man Rights and Fundamental Freedoms (1950),
the Personal Information Protection Law (2021),
the Privacy Act (1974), and the CLOUD Act Re-
sources (2019). These sources were scrutinised
in terms of their regulation of biometric data
processing, requirements for video surveillance,
the rights of individuals, and oversight of public
and private entities processing personal data. The
comparative legal method was used to contrast
national approaches to the regulation of Al-based
surveillance systems. Comparisons were based on
the following criteria: the presence or absence of
core legislation or a regulatory code; the extent of
privacy protection; conditions for data collection,
processing, and storage; data subject rights safe-
guards; oversight and monitoring mechanisms;
specific regulations on video surveillance; and
examples of practical implementation. The case
study method was applied to analyse concrete
examples of Al-enhanced video surveillance im-
plementation in the USA, China, and the UK. The
study examined three specific cases of Al sur-
veillance for public safety: facial recognition in
Los Angeles (Team DigitalDefynd, 2025), opti-
misation of the 911 emergency response system
in New York City, and the Flock Safety vehicle
tracking system (Valentino, 2025). These cas-
es were analysed using comparative methods to
identify shared trends, quantitative evaluation of
effectiveness statistics, and qualitative analysis of
regulatory documents. Functional analysis was
used to explore the operational aspects of Al sur-
veillance systems (facial recognition, behavioural
analysis, predictive analytics) and the interaction
of these functionalities with legal norms. The

study assessed whether national legislation pro-
vides adequate control over these capabilities and
whether human rights compliance mechanisms
are embedded in the technology (data protection
impact assessments, data retention limits, algo-
rithmic explainability requirements, etc.).

Results

Deployment of intelligent video surveillance
systems: Assessing opportunities for pub-
lic safety. In the context of rapid technological
advancement, Al is transforming approaches to
public safety. One of the most important tools in
this process is the deployment of Al-based video
surveillance systems. These systems combine ar-
tificial intelligence, computer vision, automated
event detection, and intelligent video analytics,
forming complex monitoring infrastructures ca-
pable of real-time data analysis and immediate
threat identification. Al video surveillance sys-
tems involve the use of machine learning algo-
rithms to process video data for the purpose of
detecting and classifying objects, events, or anom-
alies without the need for direct human interven-
tion (Sung & Park, 2021). Computer visionis a core
component of these systems, enabling machines
to recognise patterns, analyse video streams, and
identify objects such as faces, vehicles, or behav-
ioural patterns. Advances in computer vision have
significantly enhanced the ability of surveillance
systems to perform accurate facial and biometric
recognition, improving the efficacy of preventive
measures. Automated event detection allows Al
systems to identify unusual or hazardous situa-
tions, such as unattended objects in public spac-
es, crowd congestion, aggressive behaviour, or
unauthorised access (Ameen & Stone, 2023). This
enables prompt responses to potential threats,
eliminating delays associated with human opera-
tors. Intelligent video analytics further extend the
functionality of these systems by providing risk
prediction, crowd behaviour analysis, suspicious
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activity detection, and the integration of data
from various sources to form a comprehensive se-
curity picture (El-Alfy et al., 2023).

These technologies are being actively imple-
mented to enhance public safety. According to a
study by M.E. Antunes (2019), 84% of cities (54
cities) implementing Smart City strategies utilise
video surveillance systems with facial and biom-
etric recognition capabilities. This significantly
increases the effectiveness of criminal suspect
tracking, locating missing persons, and secur-
ing access to critical infrastructure. Moreover,
46% of cities use drones and aerial surveillance
systems for wide-area monitoring and rapid in-
cident response, while 39% of municipalities
employ gunshot detection sensors and mobile
applications that allow citisens to report suspi-
cious activities or threats.

The application of Al in public safety sys-
tems in the USA, China, and European countries
demonstrates notable progress in the integration
of Al solutions into municipal structures such as
police forces, transport networks, educational in-
stitutions, and public spaces. In the USA, the De-
partment of Homeland Security, under the leader-
ship of Secretary Alejandro N. Mayorkas, actively
deploys Al to combat illicit fentanyl trafficking,
safeguard critical infrastructure, and prevent
child exploitation. The DHS has introduced an up-
dated Al solutions registry that exceeds the feder-
al OMB M-24-10 standards (Hysen, 2024), exem-
plifying a transparent and accountable approach.
In London, the police employ Al-driven VR sim-
ulations to train officers, enhancing their prepar-
edness for high-stress scenarios, although these
systems require oversight due to risks of psycho-
logical strain and algorithmic bias (Team Digit-
alDefynd, 2025). These examples illustrate the
delicate balance between innovation and ethics in
applying Al to public safety. In China, the devel-
opment of “smart cities” entails the widespread
use of video surveillance, facial recognition,
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and behavioural analysis in public areas. Compre-
hensive Al solutions are integrated into transport
infrastructure, municipal services, and education-
al institutions, forming real-time safety networks.
The Chinese model is characterised by the large-
scale collection of data and extensive use of biom-
etric technologies for monitoring both criminal
and administrative violations.

One of the key indicators of the effective-
ness of Al technologies is a significant reduction
in crime rates. According to analytical data from
2019, the implementation of video surveillance
systems with automatic event detection and in-
telligent video analytics can reduce crime by 30-
40% (Antunes, 2019). Another important out-
come of Al implementation in the security sector
is the accelerated response time of emergency
services. Data indicate that Al technologies can
shorten the response time of rescue, police, and
medical services by 20-35%. Through the use
of automated video footage analysis and sensor
data, Al systems enable rapid incident detection
and precise localisation, significantly optimising
resource coordination and facilitating timely re-
sponses to emergencies.

Al-powered video surveillance is used not
only for detecting crimes but also for threat pre-
diction through the analysis of criminogenic data
(Kosinski, 2021). In road traffic, such systems au-
tomatically detect violations and alert emergen-
cy services, while in fire safety they ensure early
smoke detection (Team DigitalDefynd, 2025).
Facial recognition and classification technologies
(FR/FC), which constitute half of all systems, re-
quire rigorous testing to ensure compliance with
human rights standards (Hysen, 2024). In Chica-
go, the Strategic Subject List (SSL) predictive pa-
trol system analyses social media and sensor data
toreduce crime in key areas. These examples illus-
trate the balance between the efficiency of Al and
the protection of civil liberties. The role of AlI-pow-
ered surveillance systems in enhancing safety
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within public institutions is becoming increasing-
ly significant in today’s context. The application

of Al-based video surveillance across various do-
mains is summarised in Table 1.

Table 1. The role of Al video surveillance systems in different areas

Area of application

Role and functional capabilities of Al-
based video surveillance systems

Additional benefits and application
features

Schools and

Preventive monitoring to avert acts of
violence, vandalism, and bullying. Detection
of dangerous objects (weapons, prohibited

Enhanced safety for students and
staff. Creation of a secure educational

open spaces

behaviour. Monitoring compliance with
environmental regulations (e.g., illegal waste
disposal, damage to greenery)

educational items), identification of suspicious . o L .
D . s environment. Reduction in critical incidents
institutions behaviour among students and visitors. . .
: . T through early risk detection
Integration with records of past violations
for developing preventive measures
Monitoring passenger b.ehavmur, .d:‘etectmg Optimisation of evacuation procedures and
unattended items, facial recognition of
. S . . passenger flow management. Enhanced
Airports individuals posing potential threats. . . ) .
. . . transportation security without slowing
Integration with security systems down passenger movement
for automated alerts and action coordination P g
Prevention of theft, vandalism, and attacks
Public parks and on visitors. Real-time detection of suspicious | Improved safety in large open areas with

minimal physical patrolling. Promotion of
environmental cleanliness in public spaces

Homeless shelters
and crisis centres

Protection of residents from violence and
disorder. Detection of emergencies (e.g.,
suicide attempts, aggressive behaviour)

with integration into rapid response systems

Increased protection for vulnerable
population groups. Timely incident response
and provision of necessary assistance

Prevention of property theft, monitoring

Improved efficiency of security measures

Libraries, municipal
offices, sports
facilities, cultural

centres of system algorithms

public order during mass events, access
control to premises. Customisation

to local institutional conditions

without excessive intrusion into visitors’
privacy. Flexibility and personalisation
of system settings according
to the facility’s specifics

Source: compiled by the authors based on N. Sugianto (2021), V. Karishma and T. Vigneswaran (2023),

M. Sujkowski et al. (2023)

The advancement of Al technologies in video
surveillance systems has led to a qualitative leap
in ensuring the safety of public spaces (Sugian-
to et al, 2024). Surveillance has evolved from pas-
sive event recording to active analytical response,
allowing not only the detection of violations but
also the early prediction of potential threats. The
implementation of such systems facilitates more
efficient allocation of security resources, reduces
social tension in crisis situations, and enhances
public trust in safety infrastructure.

Legal and ethical challenges of Al-powered
video surveillance. The legal and ethical chal-
lenges posed by Al-powered video surveillance
remain among the most pressing issues at the in-
tersection of digital technology, human rights, and

security. On the one hand, Al-based systems have
proven highly effective in detecting, preventing,
and investigating offences, thereby stimulating in-
creased interest from both governments and the
private sector in their widespread deployment.
On the other hand, such technologies significantly
affect the exercise of fundamental rights and free-
doms, particularly with respect to privacy, person-
al autonomy, the protection of personal data, and
the right to non-discrimination. In many countries,
current legislation has proved ill-equipped to deal
with the new realities shaped by Al and mass
surveillance. Legal frameworks often fail to keep
pace with technological development, leaving
significant regulatory gaps that could potentially
lead to violations of fundamental human rights.

Law. Human. Environment. 2025. Vol. 16, No. 2
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In the United States, despite the foundation-
al status of the right to privacy enshrined in the
Fourth Amendment to the Constitution of the
United States (1787), legislation in the field of vid-
eo surveillance remains fragmented. The absence
of a single federal law regulating the processing of
biometric and other personal data allows private
companies to collect, store, and use video and au-
dio information without clearly defined limits or
obligations. Furthermore, the “right to be forgot-
ten” - actively protected in EU countries - has no
legal basis in the US, depriving citisens of mean-
ingful control over their digital footprint. These
conditions create potential risks of abuse, dis-
crimination, and arbitrary surveillance. The prin-
ciple of legal certainty - one of the cornerstones
of the rule of law - is undermined, as individuals
are unable to predict how, by whom, and for what
purposes their data will be processed.

China represents the opposite regulatory
model. While the Personal Information Protec-
tion Law (2021) is formally aimed at limiting the
collection and use of personal data, in practice
it does not provide effective mechanisms for the
protection of citisens’ rights. In a centralised polit-
ical system where state security takes precedence
over individual rights, Al-enhanced video surveil-
lance technologies are used for comprehensive
population monitoring. Government authorities
have near-unlimited access to surveillance cam-
eras, and systems such as “Skynet” (Baek, 2024)
track individuals’ movements in real time, employ
facial recognition, and process massive volumes
of data without any requirement for informing or
obtaining consent from citisens. As such, the Chi-
nese regulatory framework does not function as a
safeguard but instead legitimises expanded state
powers in the domain of digital surveillance.

The European Union offers an alternative
model, grounded in the primacy of humanrights as
a foundational principle of digital transformation.
The General Data Protection Regulation (2016)
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sets high standards of transparency, accounta-
bility, and proportionality in the use of personal
data. Under the GDPR, organisations are obliged
to conduct a Data Protection Impact Assessment
(DPIA) prior to implementing surveillance sys-
tems that may pose a high risk to privacy (Andrew
& Baker, 2021). The primary aim of the DPIA is to
identify, prevent, or mitigate violations of citisens’
rights. Within the framework of Council of Europe
law, the protection of private life has also been
significantly reinforced, particularly through the
case law of the European Court of Human Rights
interpreting Article 8 of the Convention for the
Protection of Human Rights and Fundamental
Freedoms (1950). This jurisprudence establishes
the obligation of states not only to avoid unlawful
interference but also to ensure effective oversight
of data processing by third parties, including pri-
vate companies. Nonetheless, even within the EU,
new challenges have emerged in connection with
automated decision-making, algorithmic opacity,
and the complexity of technical evaluation by ju-
dicial authorities. In response, the draft Europe-
an Al Act proposes a classification of Al systems
by risk level. High-risk technologies - such as
Al-based video surveillance - must meet strict
technical, ethical, and legal standards, including
requirements for transparency, data quality, an-
ti-discrimination safeguards, and human involve-
ment in decision-making processes.

In numerous jurisdictions, inconsistencies
exist between legal provisions on privacy, surveil-
lance, cybersecurity, and Al usage. This can result
in situations where the use of a particular tech-
nology - such as Al-powered surveillance - com-
plies with one legal act but contradicts another.
For example, within the EU, despite the harmo-
nised framework provided by the GDPR, national
approaches to implementing its provisions vary
(Atkinson et al, 2021). In France, the Commis-
sion Nationale Informatique & Libertés has pro-
hibited the use of real-time facial recognition in
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public spaces, whereas other EU countries main-
tain less stringent restrictions (Poirson, 2021).
In Germany, even the use of experimental video
surveillance systems by the police remains lim-
ited (Té6th, 2023). These disparities illustrate the
need for further harmonisation within the Euro-
pean legal space. A comparative analysis of legal
frameworks in the area of video surveillance re-
veals two global models: the European model, pri-
oritising human rights, stability, and control over
technological development; and the Asian-Ameri-
can model, characterised by corporate freedom in
the US and state control in China. The choice of
model has a direct impact on the legal architec-
ture of society, the level of privacy protection, and
the transparency of digital surveillance tools.

In Los Angeles, an extensive network of camer-
as equipped with facial recognition and behaviour
analysis technologies has been implemented to
detect suspicious activity in real time. The system
automatically alerts law enforcement to potential
threats, such as unattended items or the presence
of individuals with criminal records. Despite im-
proved response efficiency, the use of such technol-
ogies has raised serious public concern regarding
the risks of mass surveillance and racial bias in the
processes of recognition and categorisation (Team
DigitalDefynd, 2025). The practice of automated
profiling and the real possibility of recognition
errors may result in unlawful intrusions into cit-
isens’ private lives and discriminatory outcomes.

A particularly illustrative case occurred on
February 19 involving the Flock Safety system,
which uses Al to detect stolen vehicles. The sys-
tem identified a stolen Jeep, prompting a police
patrol to initiate a pursuit and apprehend the
suspect. This incident demonstrated the high ef-
ficiency of Al in combating crime; however, it si-
multaneously intensified public debate regarding
the right to privacy. Human rights organisations
have emphasised that the mass capture of license
plates of all vehicles - regardless of whether they

are connected to any offenses - constitutes a seri-
ous intrusion into citisens’ private lives. In the city
of Oakland alone, 289 such cameras have already
beeninstalled, with the number expected to rise to
400 by the summer. Representatives of the Amer-
ican Civil Liberties Union (ACLU) have regarded
such measures as steps toward total surveillance,
arguing that the systems track the movements of
ordinary citisens without their consent (Valenti-
no, 2025). Despite police assurances that the col-
lected data is retained for only 30 days and used
exclusively for crime prevention, experts warn of
potential abuses, particularly the use of such data
to create citisen profiles or for purposes beyond
those originally declared.

The fragmented nature of legal regulation in
the United States lies in the absence of a unified,
nationwide act that would standardise the protec-
tion of personal data. Instead, various laws adopt-
ed at the state level apply, resulting in an uneven
legal landscape where citisens’ rights depend
on their place of residence or even the location
where the data was collected. For example, the
California Consumer Privacy Act (2018) grants
state residents the right to know what data is
collected about them and to request its deletion
(Kaminski et al,, 2021). In contrast, states such as
Texas and Georgia either lack such legislation or
offer significantly lower levels of protection. This
creates a situation where the same company op-
erating across multiple states must comply with
different standards depending on the jurisdiction,
and citisens effectively have unequal levels of
rights and privacy guarantees.

This fragmentation also poses serious chal-
lenges to the implementation of the principle of
legal certainty. Companies may intentionally lo-
cate their servers or data processing centres in
jurisdictions with less stringent privacy require-
ments to avoid stricter regulations, such as those
in California or Illinois (where the Biometric In-
formation Privacy Act applies). In the field of video
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surveillance, this results in the practical possibil-
ity of using facial recognition systems in public
spaces without informing citisens or obtaining
their consent - actions that may be legal in some
states but illegal in others. This complicates judi-
cial practice, undermines the principle of equality
before the law, and opens the door to potential
abuses. In such an environment, both users and
public authorities often struggle to define clear le-
gal boundaries or protection mechanisms, which
significantly weakens the effectiveness of law en-
forcement and erodes trust in digital technologies
at the national level.

The principle of legal certainty requires clar-
ity and stability of legal norms to ensure predict-
able law enforcement. In the context of video sur-
veillance, a notable example of legal uncertainty is
the ambiguous application of the so-called “rightto
be forgotten” across jurisdictions. While this right
is enshrined in Article 17 of the EU’s GDPR (2016),
there is no equivalent legal mechanism in the
United States. As a result, American citisens are
deprived of the opportunity to seek the deletion
of information that may harm their reputation
or privacy - an especially critical issue amid the
proliferation of automated surveillance systems.

In countries undergoing legal transforma-
tion - such as Ukraine and several post-Soviet
states - there is a noticeable discrepancy be-
tween the provisions of national legislation and
the obligations assumed under international law.
Ukraine is a party to the Convention for the Pro-
tection of Human Rights and Fundamental Free-
doms (1950) and recognises the jurisdiction of
the European Court of Human Rights (ECtHR),
whose case law is binding. This is particularly rel-
evant to compliance with Article 8 of the Conven-
tion, which guarantees the right to respect for pri-
vate and family life, home, and correspondence.
The ECtHR has repeatedly emphasised that state
interference in private life is permissible only
when it is lawful, necessary, and proportionate.
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Nevertheless, Ukrainian national legislation
regarding the implementation of video surveil-
lance technologies - particularly those involving
Al and facial recognition - does not contain ex-
plicit requirements for prior human rights im-
pact assessments. This approach is inconsistent
with the GDPR (2016), which mandates the use
of Data Protection Impact Assessments (DPIAs)
when technologies are likely to pose a high risk
to fundamental rights and freedoms (Andrew &
Baker, 2021). The absence of such procedures in
Ukrainian law indicates a lack of alignment with
European data protection standards and poten-
tially violates Article 8 of the Convention, which,
according to ECtHR jurisprudence, also applies
to digital surveillance. Furthermore, the lack of
regulation - or excessive generality - in provi-
sions governing the use of surveillance systems
creates conditions for their disproportionate
and non-transparent application. For instance,
deploying facial recognition cameras in public
spaces without adequate legal justification and
effective oversight mechanisms may constitute
excessive intrusion into private life. Such practic-
es contradict European standards, which require
that any surveillance technology be grounded in
law, have clearly defined boundaries of use, and
be subject to independent oversight. As a result,
a conflict arises between a state’s declared inter-
national obligations and the actual state of their
implementation in the national legal system.

Given the findings regarding public attitudes
toward Al-based surveillance systems and the
identified need for legal clarity, trust, and trans-
parency, a set of scientifically grounded recom-
mendations is warranted at both legislative and
practical levels. First and foremost, it is necessary
to adopt a unified national act regulating the use of
Al systems in the field of security, in light of current
technological challenges. Unlike the EU, the United
States lacks a comprehensive federal data protec-
tion law equivalent to the General Data Protection
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Regulation (2016). Currently, only regional acts
exist, most notably the California Consumer Priva-
cy Act (2018), which, while providing basic rights,
does not fully regulate the use of biometric data.

It would be advisable to expand the provisions
of the California Consumer Privacy Act (2018) -
particularly in the section on the collection and
processing of personal information (§1798.100-
1798.115) - by introducing a clause requiring
mandatory notification of individuals when Al-
based identification is conducted in public spaces.
Such notifications should include the authority
conducting the surveillance and the purposes of
data collection. It would also be appropriate to
amend §1798.105 of the CCPA concerning the
right to data deletion, by introducing a specific
subcategory: “biometric images obtained through
automated video surveillance,” which must be
destroyed after a clearly defined period (e.g., 30
days), unless there is a lawful basis for retention.
Additionally, it is crucial to introduce a provision
establishing the right to algorithmic appeal, sim-
ilar to Article 22 of the GDPR (2016), which pro-
hibits decisions based solely on automated pro-
cessing when such decisions may have significant
legal effects. This provision should be implement-
ed either as a new paragraph within the California
Consumer Privacy Act or as a separate clause in a
forthcoming national act.

In terms of practical implementation, it is
particularly important to strengthen the institu-
tional oversight mechanisms for Al systems. An
effective example is the Al Ethics Board initiative
in New York, which holds advisory powers con-
cerning the deployment of new video analytics
systems. Such an approach enhances transparen-
cy and fosters social dialogue. It is recommend-
ed to extend a similar model at the federal level,
with expanded authority. Attention should also be
paid to the EU’s experience, particularly the Al Act
project, in which biometric surveillance systems
were for the first time classified as high-risk and

permitted only in exceptional cases. Based on this,
it is recommended that Al-powered video sur-
veillance be designated as a “high risk” to human
rights, requiring additional legal review prior to
the launch of each specific system. This provision
should be made mandatory in national legisla-
tion. To ensure transparency and accountability,
the following measures are recommended: the
introduction of a unified online registry of Al vid-
eo surveillance systems indicating their location,
owning authority, data collection purposes, and
data retention policy; and the requirement for
system providers to develop and publish “ethical
passports” of algorithms - a concise description
of decision-making logic, associated risks, and
safeguards. To ensure the social legitimisation of
Al systems, it is proposed that educational curric-
ula include dedicated modules on digital ethics
and user rights, aimed at fostering critical aware-

ness among citisens regarding Al technologies.

Discussion

The present study, devoted to modern approaches
to ensuring public safety in smart cities through
Al-based video surveillance systems, demon-
strates both technical advancements in this field
and the need for ethical reflection on their imple-
mentation. In comparison to other contemporary
scholarly works, the findings of this study allow
the identification of key commonalities and dif-
ferences in the emphases, approaches, and chal-
lenges associated with integrating intelligent
surveillance systems into urban environments.
The results obtained should be considered within
the context of the current academic discourse on
surveillance systems in smart cities, where three
major vectors dominate: technological efficiency,
socio-humanitarian implications, and the pursuit
of ethical balance. In this context, it is pertinent
to compare the present article with the works of
other researchers, which reveals similarities and

distinctions in approaches to balancing public
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safety and civil rights under Al-driven surveil-
lance. The study by M. Cabanillas-Carbonell et
al. (2025) outlined the boundaries of effective
Al use in the security domain, with particular
emphasis on human rights protection. The au-
thors highlighted the importance of legal support,
the implementation of Data Protection Impact
Assessments (DPIAs), reduced data retention
periods, and algorithmic transparency. Both ap-
proaches recognised the need to balance techno-
logical potential with ethical standards. However,
M. Cabanillas-Carbonell et al. (2025) adopted a
strategic orientation towards global sustainable
development goals, while the present study shift-
ed the emphasis toward regional contexts (EU,
USA, China) and practical regulatory solutions
(e.g., the Al Act model).

The comparison of research findings enables
a deeper evaluation of each study’s unique contri-
bution to the discourse on Al in surveillance. The
study by W. Ullah et al. (2022) underscored the
effectiveness of Al technologies in post-conflict
stabilisation, focusing on responsiveness, analyt-
ical accuracy, and the ability of Al to ensure basic
security. In contrast, the current study developed
a vision of the necessity for democratic oversight
accompanying technological advancement. The
emphasis was placed on trust-building mech-
anisms - independent oversight, digital ethics,
and algorithmic accountability - thus extending
author’s narrowly utilitarian approach towards
legal and ethical considerations.

The research by C. Fontes et al. (2022) pro-
duced a three-component analytical model for
assessing Al’s societal impact - functional, legal,
and social. The authors demonstrated that pub-
lic perception of Al systems is largely shaped by
a sense of state control and fear of privacy intru-
sion. Comparatively, the current study concluded
on the need for regulatory institutionalisation
of trust. The proposal for “ethical passports” for
technologies emerged as an attempt to develop
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regulatory tools capable of transforming technical
transparency into measurable legal and social re-
sponsibility. Thus, while C. Fontes et al. (2022) re-
sults were analytical in nature, the current study
takes a normative and applied approach. In the
study by M. Kashef et al. (2021), the findings were
conceptualised as a transition from centralised,
technically closed surveillance systems to open,
socio-technical ecosystems. The authors high-
lighted the importance of decentralisation, public
engagement, and open-source code as founda-
tions for increasing public trust. In contrast, the
present study resulted in a specific architectur-
al-analytical approach implemented through flex-
ible systems embedded with control mechanisms,
legal adaptation, and accountability monitoring.
While M. Kashef et al. (2021) focused on politi-
co-social models of transformation, this analysis
takes an applied, design-oriented approach prior-
itising human rights compliance in high-tech sur-
veillance contexts.

The work by B.R. Ardabili et al. (2022) cen-
tred on ensuring user privacy in smart surveil-
lance systems. This study proposed a unique
approach to mitigating the risk of personal data
exposure via pose-oriented algorithms. This ap-
proach fundamentally differed from the methods
examined in the present article, which predomi-
nantly involved traditional deep learning tech-
niques aimed at enhancing recognition accuracy
and behaviour analysis. In contrast, B.R. Ardabi-
li et al. (2022) demonstrated a trade-off between
privacy protection and analytical efficiency:
anomaly detection accuracy significantly de-
clined due to the avoidance of pixel-based image
analysis. Hence, the publication highlighted the
ambivalence of technological choices - high accu-
racy does not always align with ethical priorities
regarding confidentiality. Meanwhile, the present
study proposed a combination of recognition ac-
curacy with a conceptual analysis of legal and eth-
ical boundaries, preserving the balance between




Vaddiparti & Babaiev

technological efficiency and social responsibility.
A comparison with the study by I. Ahmed and
G. Jeon (2021) demonstrated that their research
was primarily focused on improving real-time
tracking and segmentation algorithms, particu-
larly in densely populated environments. The
proposed system, based on the SiamMask algo-
rithm, achieved high accuracy even under chal-
lenging surveillance conditions, which is especial-
ly relevant to urban settings. In contrast to this
technocratic approach, the present study placed
emphasis on integrating infrastructural solutions
with the needs of civil society, including a risk as-
sessment of human rights implications. While the
technical advantages reported by I. Ahmed and
G.Jeon (2021) - such as 95% accuracy and high ad-
aptability - were of considerable practical value,
they remained within the engineering paradigm.
Conversely, the analysed article emphasised that
in the context of post-crisis urban recovery, prior-
ity should be given not only to efficiency but also
to the social legitimacy of deploying such technol-
ogies, thus offering a more holistic perspective.

The work of D. Celikkaya (2024) focused on
ethical challenges arising from the integration
of Al into criminal justice systems within the
EU. Convergence with the present research was
found in the shared focus on human rights pro-
tection, algorithmic accountability, and the need
to maintain human oversight over Al-based deci-
sion-making. D. Celikkaya’s (2024) study adopted
a normative-ethical approach, seeking to devel-
op universal principles for Al in justice systems,
without placing particular emphasis on public
perception. The concept of “trustworthy Al”, as
presented by N. Diaz-Rodriguez et al (2023),
showed considerable alignment with the con-
clusions of the primary analysis. Both studies
stressed the importance of transparency, fairness,
accountability, and data protection, while calling
for robust oversight mechanisms. A distinctive
feature of author’s approach was the systematic

structuring of ethical requirements through the
triadic lens of legality, ethicality, and technical
robustness, which complemented the practical
focus of the present study on instruments such
as “ethical passports” and regulatory frameworks
like the Al Act. As such, both approaches rein-
forced the necessity for regulated and transpar-
ent Al development that addresses a broad range
of ethical concerns.

The study by S. Dobos and V. Bagrin (2024)
also addressed the dilemma between privacy and
security; however, their analysis adopted a more
journalistic and discursive tone, concentrating on
the societal and legal implications of mass surveil-
lance. A commonality with the present research
lay in recognising the dangers of authoritarian
misuse of surveillance technologies. However, un-
like the systemic approach that proposed concrete
legal and technological mechanisms for trans-
parent video surveillance systems, S. Dobos and
V. Bagrin’s (2024) work largely remained at the
level of identifying risks and advocating for fur-
ther discussion on the limits of oversight, without
offering operational models for balancing com-
peting interests. The analysis by K. Nishat (2024)
strongly resonated with the present study’s find-
ings, particularly in the critique of mass data col-
lection, the opacity of algorithmic processes, and
the threat to fundamental rights. Both studies
shared a commitment to formulating rights-based
policies, prioritising privacy protection and open-
ness. Yet, while K. Nishat (2024) focused on the
limitations of existing legal frameworks - such
as the General Data Protection Regulation and
the International Covenant on Civil and Political
Rights - in addressing new digital realities, the
present study was enhanced by empirical sur-
vey data that reflected actual public sentiment
regarding video surveillance, thereby increasing
the empirical validity of its conclusions. All of the
studies under comparison recognised that the ef-
fective deployment of Al in the security domain
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must strictly observe human rights, algorithmic
transparency, and democratic oversight. None-
theless, they varied in analytical focus - from le-
gal analysis to socio-political consequences - and
in methodology, ranging from conceptual models
and ethical theorising to empirical surveys.

The present work proposed a unique combi-
nation of interdisciplinary analysis (legal and tech-
nical) and practical recommendations, enabling
the clear delineation of conditions under which
Al-based surveillance systems may be deemed le-
gitimate and socially acceptable. In summary, the
comparative analysis revealed substantial inter-
disciplinary convergence in acknowledging the
ethical boundaries and legal requirements for safe
Al surveillance development. However, only the
present study incorporated direct examination of
societal reactions to these processes, representing
a key methodological and practical advantage.

Conclusions

The findings of the study demonstrate that Al-
based video analytics systems are fundamentally
reshaping the relationships between the state, the
private sector, and citisens, particularly in relation
to the right to privacy, freedom of movement, and
the protection of personal data. The most signifi-
cantthreatlies in the mass and often disproportion-
ate collection of biometric information, automated
facial recognition in public spaces, and behavioural
profiling, which frequently occur without individ-
uals’ informed awareness or consent. Such prac-
tices violate the principle of voluntariness in the
processing of personal data, as enshrined in both
international law and national legislation - for ex-
ample, Article 8 of the European Convention on
Human Rights and the provisions on consent in
the General Data Protection Regulation. Particular
concern arises from the fact that the deployment
of Al video analytics is occurring in the absence
of an adequate regulatory framework or within
highly fragmented legal environments. In many
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countries, including the United States and a num-
ber of post-Soviet states, legal norms remain scat-
tered, inconsistent, or technologically outdated,
preventing effective safeguards against abuse. The
research identified cases of prolonged storage of
video data, its secondary use without proper legal
justification, and the risks of selective surveillance
targeting vulnerable population groups. These de-
velopments pose risks of algorithmic discrimina-
tion, distortion of justice, increased inequality, and
erosion of public trust in the institutions deploying
such technologies. The analysis revealed several
critical challenges: lack of algorithmic transparen-
cy, insufficient independent oversight, and incon-
sistent or vague regulatory mechanisms.

To reconcile security needs with privacy
rights, a number of practical solutions are pro-
posed. First, biometric systems should be classi-
fied as “high-risk,” subject to enhanced scrutiny
prior to deployment. Second, mechanisms for al-
gorithmic appeals against Al decisions should be
developed, in line with Article 22 of the GDPR. The
experience of systems like Flock Safety (which has
reportedly reduced car theft by 40%) illustrates
their effectiveness but also underscores the need
for clear limitations on data retention. Equally
important is the creation of unified registers of Al
systems, indicating their locations, purposes, and
data retention policies. Special attention should
be given to public education initiatives, as only
19% of citisens are sufficiently informed about the
operational principles of such systems. The future
of Al-powered video surveillance should be based
on four key pillars: technical transparency, legal
regulation, institutional oversight, and public dia-
logue. Evidence shows that technological progress
without adequate human rights safeguards leads
to distrust and social tension. At the same time, ex-
cessive restrictions may reduce the effectiveness
of law enforcement. Resolving this dilemma re-
quires sustained dialogue among developers, reg-
ulators, human rights advocates, and the public,
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as well as flexible regulation capable of adapting
to the rapid pace of technological development.
Only such a comprehensive approach can unlock
the potential of Al video surveillance while pre-
serving democratic values and fundamental rights.

Access to data on the actual effectiveness of
Al-based surveillance is limited due to commer-
cial confidentiality and the classified nature of
law enforcement operations, which may affect the
objectivity of the analysis. Additionally, the socio-
logical surveys were conducted primarily among
residents of California, meaning that the findings
may not fully reflect the situation in other regions
with differing legal and cultural contexts. A prom-
ising direction lies in interdisciplinary research

that combines technical analysis of Al algorithms
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AHomayis

Y cydacHOMy cycmisibcTBi Ge3neka HaGyJsa 0COGJIMBOI L[iHHOCTI, 1[0 3yMOBUJIO 3POCTAIO4y yBary o
iHTeJIeKTya/IbHOTO BiZileocrniocTepexkeHHs1. MeTolo Joc/ifkeHHs OyB CHUCTeMHHUH aHasli3 Cy4acHHUX
nigxonis o LII-BijeoaHasmiTUKK, BKJ/KOYAIOYM TEXHOJIOTIYHI aIrOpMTMM, NpPaBOBi 06MeXeHHs
Ta coliaJbHI Hac/AiJKU IX 3acTOCyBaHHs. MeToJ0JIOTiI0 CTaHOBHUB MDKAMCUUIIIHAPHUHN miaxin i3
MOEJHAHHAM CUCTEMHOTI0, NPaBOBOI0, MOPIBHSAJILHOI'O, aHAJITUYHOTO aHasli3y Ta KeHc-cTaji. ¥ xogi
JlocJtipKeHHsT 6yJI0 TpoaHaai30BaHO QYHKI[iOHANbHI MOXKJIMBOCTI iHTeJIeKTYalIbHUX BifieocrcTeM, 1[0
I'PYHTYBaJIMCA Ha MAlIMHHOMY Ta IVIMOOKOMY HaB4yaHHI. JOC/IiPKeHHS BUSBUIIO, 1[0 CyYacCHi CUCTEMH
[lI1-Bife0aHaniTUKY, MONPHU iXHI0 ePeKTHUBHICTb y MiABUILEHHI 6e3neKH (BUsBJIEHHs 3arpo3, aHasi3
MOBe/iHKM), MOPO/XKYBa/IM CepHO3HI eTHUKO-NPaBOBi PU3MKH, 30KpeMa NOpylLIeHHs NPUBATHOCTI Ta
QJITOPUTMIUHY JAUCKpuMiHaLio. [opiBHAJBHUN NpPaBOBUM aHasli3 3aCBiAYMB 3HAYHY PI3HUIIO MiX
MO/JeJIIMU PEeryJiloBaHHS Yy Pi3HUX IOPUCAUKIIAX: EBPONENChKI CUCTEMH 30CEPEKYIOThCSI Ha 3aXMCTI
NPUBATHOCTI, HATOMICTb KMTalCbKa — Ha IpeBeH1lii 3arpos. BifeoaHaniThKa 3 BAKOPUCTaHHSAM LITYYHOTO
iHTeJIeKTy CyTTEBO BIUIMHYJ/IA HA IPAaBO HA MPUBATHICTh, 30KpeMa yepe3 MacoBUH 36ip 6ioMeTpUYHUX
JIaHHX Ta aBTOMaTU4YHe Npo}il0BaHHS, 110 BUKJIHKAJIO CyllepeyuKH 100 BiMOBIJHOCTI Mi>KHApOJAHUM
CTaHJapTaM, TaKUM sIK 3araJlbHUH perylaMeHT MPo 3aXUCT JaHUX i KOHBeH1isl Tpo 3aXUCT NpaB JIIOAUHU.
[lopiBHANBHUI aHAaI3 TOKa3aB pisHi nigxoau: y EC JOMiHy€ 3aXUCT MPUBATHOCTI (HapUKJ/IaZ, 3a60poHa
posmi3HaBaHHs 0614 y PpaHuii), Toai sk y Kutai ta CLIA akueHT 3po6/ieHO Ha Ge3MeKy, 4acTo 3a
paxyHOK NIpaB rpoMa/isiH. PeryiATOpHI BUKJIMKK BKJII0OYa/IH HEy3ro/PKeHICTh HalliOHa/IbHUX 3aKOHIB i3
MDKHapOJHHMH HOpMaMH, 30KpeMa Lo/i0 36epiraHHs JJaHUX Ta aIFCOPUTMIYHOI ynepepkeHocTi. Jlis
JIOCATHEHH 6aJlaHCy 3alPONOHOBAHO YiTKi OPUANYHI PaMKH, 06MeXeHHsI CTPOKiB 36epiraHHs JaHUX,
He3aJIeXXHUM Harisi Ta «eTHYHI MacnopTHU» aICOPUTMIB, IO Z03BOJIUI0 6 MOeJHATH ePEeKTUBHICTh
TEXHOJIOTIH i3 rapaHTiAMU NpaB JIOAUHU. PekoMeHZ0BaHO YHidikaLilo cTaHAAPTIB, 10 BPaXxOBYIOTh
AK TeXHIYHI MOXJIMBOCTI, TaK i eTUKO-NpaBoBi HOPMHU. [IpaKkTUYHA LIiHHICTH NOJIATAE Y MOXKJIUBOCTI
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